ABSTRACT Quantum cryptography enables unconditional security, which would be one of most promising techniques for the internet of things networks deployment. While backwards existing in the realistic systems may be explored by the eavesdroppers, thus threatening the information security. We present a coherent state based quantum cryptography protocol, which has capability of high robust. Concretely, real local oscillator and discrete modulation strategies are adopted for such purpose. The former circumvents the side-channel attack effectively, and the latter providers long transmission distance. Numerical simulations are performed, during which the optimized modulation variance is taken into account to achieve long transmission distance and high secrete key rate. The results reveal that phase mismatch and weak reference pulse resulting from the real local oscillator will degrade the performance, as well as voltage fluctuation from the modulator. Also, discrete modulation with more states may outperform over those less states in secret key rate for short transmission range.
I. INTRODUCTION
It is well known that the internet of things (IoT) interconnects numerous devices/sensors, which requires strikingly large bandwidth as well as information capacity in the communication networks [1] - [3] . The fiber-optic with ultra-high bandwidth would be the most desirable technique for the networks deployment. Especially, the fiber-based last mile connections may offer high-capacity access network [4] . On the other side, all kinds of eavesdropping always emerge, which extremely threatens the information security of communication networks. Further, the computational capacity of machines becomes increasingly powerful, and this tendency obviously continues even in exponent. As a result, the traditional cryptography which has been deployed widely and was regarded as unbroken based on the extremely computational complexity may become broken, even with the accessible machine. Fortunately, the quantum source, beyond those classical techniques, has been proposed to offer substantial
The associate editor coordinating the review of this manuscript and approving it for publication was Qilian Liang. information security. Unlike the classical cryptography, quantum cryptography (QC) is based on the fundamental quantum physical laws, thus enabling to provide unconditional information security of communication networks [5] .
The QC adopts the non-orthogonal quantum states to share the key among the authorized parties in the networks. To begin with, the discrete variable is used to encode the information, such as the polarization of single photon, which is referred to as discrete variable QC (DV-QC) protocols, or discrete variable quantum key distribution (DV-QKD) protocols. The famous DV-QC is BB84 protocol [6] . Subsequently, it is also found that the information can be encoded into the continuous variable of quantized electromagnetic field, such as conjugate quadratures, which is known as continuous-variable QC (CV-QC) protocols. Originally, the CV-QC protocol was established by using the squeezed states and Einstein-Podolsky-Rosen entangled states. However, its application is extremely limited since it requires complex quantum resources and high-cost quantum devices, as well as being susceptible to the decoherent of quantum states which is caused by losses. In order to circumvent the backward above, a much more tractable scheme was proposed by Grosshans and Grangier [7] , which is well-known as GG02 protocol. GG02 adopted the coherent state that can be realized by merely attenuating the laser pulse. For the DV-QC protocols, the dedicated single photon source and counter must be required. In the contrast, CV-QC (also coherent state based QC protocol) adopts the coherent detection in the high-speed coherent optical communication system by dint of the deployed off-the-shelf telecom industry infrastructure components. As a result, the coherent state based QC has simpler operations as well as much lower cost, thus potentially allowing higher secret key rate compared to its counterpart DV-QC ones [8] . Moreover, coherent state QC systems are also highly considered as a promising application for the networks deployment.
Gaussian modulation was employed firstly in the coherent state based QC in order to completely match the fiber-optic channel property of additional white Gaussian noise (AWGN) [9] . This strategy enables to obtain Shannonapproaching channel capacity, namely, the maximum channel capacity. While, the Gaussian modulation format may bring an inherent drawback. That is, with the Gaussian modulation scheme, the reconciliation process would fail to work at extremely low signal-noise-ratio (SNR) level. With respect to the coherent state based QC, the SNR is inversely proportional to the transmission distance, thus becoming extremely low after a long transmission. Consequently, the coherent state based QC with Gaussian modulation is appropriate for short range transmission only. On the other hand, when the discrete modulation format is in the place, the coherent state based QC is able to work at low SNR level even approaching 0 since the error correction codes with excellent performance exist so that high reconciliation efficiency can be achieved as well [10] . As a result, the coherent state based QC with discrete modulation would offer large range transmission. Recently, a real local oscillator (LO) strategy has been presented to avoid the side channel attack which is that the eavesdropper Eve can manipulate the LO to tap the secret key information [11] , [12] . The real LO means that LO is placed at the Bob (receiving) site, rather than co-transmitting the LO at the Alice (transmitting) site. There exist several literatures which involves the coherent state based QC with real LO and discrete modulation format. Recently, two separate research groups individually demonstrated the secret key rate of coherent state based QC system with the real LO scheme and QPSK/8PSK modulation formats in the laboratory environment [13] , [14] . However, those works are experiment demonstrations only. The specific security analysis from the theoretical view lacks.
To this regard, we theoretically analyze the security of coherent state based QC with discrete modulation format and real LO scheme by taking the impact of mature classical devices into account for the first time in this paper. The remainder of this paper is organized as follows. In the section II, we outline the security analysis of coherent state based QC. Subsequently, the secret key rate is analyzed when discrete modulation is adopted. We present the numerical results in the Section III. Finally the conclusions are drawn in the Section IV.
II. COHERENT BASED QUANTUM CRYPTOGRAPHY WITH HIGH ROBUST
The coherent state based QC system with real LO strategy and discrete modulation format which could be deployed in the networks is descripted as follows (see Fig. 1 ). Alice firstly prepares the discrete modulated coherent states |α k = α exp i 2 k+1 n π with α ∈ R + , k = 0, 1, · · · , n − 1; n = 2, 4, 8 · · · by using the mature I/Q modulator which is widely employed in high-speed coherent optical communications [15] . The coherent states are transferred to Bob site over optical fiber channel (quantum channel as well). Bob performs coherent detection to those coherent states. Following this procedure, Alice and Bob perform the reverse reconciliation to correlate their data. Subsequently, Alice and Bob estimate parameters by using a small portion of data. The parameters can be used to calculate the lower bound of information that Eve may tap. Lastly, the privacy amplification protocol is performed to eliminate the information that the eavesdropper Eve may have achieved.
A. SECURITY ANALYSIS
The collective attack is regarded as the most powerful one. Here, this kind of attack is taken into account for the security analysis of coherent state based QC system. According to the quantum information theory, in such a case, the lower bound of secret key rate in unit of bits/symbol can be given by the following expression
where β denotes the reconciliation efficiency; I (a; b) represents the classical Shannon mutual information between Alice and Bob; S(ρ) denoting the quantum von Neumann entropy of the quantum state ρ and χ Holevo = S (ρ AB ) − S ρ A|b is referred to as the Holevo bound with ρ AB and ρ A|b being the bipartite state of Alice and Bob and the quantum state held by Alice under the condition of measured information by Bob, respectively. Generally, the prepare and measure scenario (as Fig.1 presents) is equivalent to an entanglementbased version, which is that Alice keeps one of bipartite entangled states while sending the other one to the Bob over the quantum channel. For the entanglement QC protocol, its security analysis is tractable and has been proved theoretically. Therefore, we will adopt the entanglement-based scheme to analyze the security of coherent state based QC system above. Firstly, the Shannon mutual information can be evaluated by using the Gaussian modulation approximation since both discrete and Gaussian modulation formats will be approaching at extremely low SNR. It is well-known that only if the Alice-Bob bipartite entangled states are Gaussian state, the secret key rate merely depends on its covariance matrix [9] , [10] . However, when the discrete modulation scheme is concerned, ρ AB is non-Gaussian state. After the quantum channel transmission, it is non-Guassian state either. For the non-Gaussian state, the covariance matrix will be no long appropriate for Eq. (1). Nevertheless, the security analysis still works as long as the two covariance matrixes of Gaussian state and non-Gaussian state are approaching significantly [10] , [16] . Now the covariance matrix of Alice-Bob bipartite state is principal task for the security proof. Let us review the Gaussian state case for the further derivation of discrete modulation. Since the optical fiber channel is substantially an AWGN one, it can be regarded as a linear channel. Provided the coming Gaussian state and linear quantum channel, the entanglement state will be Gaussian state as well when it arrives the Bob site. In such case, the covariance matrix of ρ AB has been derived with strict theory in the Gaussian modulation regime, which has the expression [9] ,
where I 2 is a 2 × 2 unit matrix; σ z is the Pauli matrix with form of 1 0 0 −1 ; V A is the modulation variance with V A = 2α 2 ; χ is the total noise resulting from all noise resources; T is the transmittance of optic-fiber channel; η is the quantum efficiency. χ consists of two parts. Referred to Alice, it is expressed by χ = χ line + χ D /T , where χ line = 1/T −1+ξ else +ξ phase denotes the excess noise resulting from the quantum channel, phase mismatch, and the attack from Eve, with ξ phase indicating the phase excess noise and ξ else being the reminder of excess noise; χ D represents the noise from coherent detection, which depends on the employed coherent detection technologies. When homodyne detection is adopted,
where V el is the electrical noise of the photon detector. While for heterodyne detection,
By analogy, for the case of discrete modulation, the covariance matrix of non-Gaussian state ρ AB has been derived providing a linear quantum channel, which is [10] , [17] ,
where Z n is the coefficient related to the discrete modulation format. When the 4-state scheme (n = 4) is involved,
Providing 8-state scheme (n = 8) is employed,
As we mentioned, to perform security analysis of coherent state based QC with discrete modulation requires the both covariance matrixes of Gaussian state and non-Gaussian state must be extremely close, i.e. Eq. (2) and Eq. (3). For such purpose, we define a ratio to set the metric,
It is regarded as the both covariance matrixes being approaching approximately only if ≤ 1%. Now let us proceed to the Holevo bound. It is calculated in light of the von Neumann entropy,
where ε i is the i-th symplectic eigenvalue of the variance matrix of ρ; G (x) = . Here, we consider two categories of security analysis. One is the conservative scenario. This holds the standpoint that all noises are resulted from the eavesdropper Eve. In such case, the covariance matrix is Eq. (3). The other one is the optimistic scenario, which means that Eve can not to access Bob's hardware to tap information. Thus the noises from Bob's hardware will not be produced by Eve's attack, and those noises can be calibrated before the protocol. In such case, the covariance matrix reduces to
For the conservative scenario, the symplectic eigenvalues of variance matrix of state ρ AB hold
with z = (a + b) 2 − 4c 2 . After Bob measures the entangled stated, the symplectic eigenvalues of variance matrix of state ρ A|b have to consider homodyne and heterodyne detection. For the homodyne detection,
While for the heterodyne detection,
For the optimistic scenario, the symplectic eigenvalues of variance matrix of state ρ AB (Eq. (8)) hold
with symbols A, B denotes
After Bob measures the entangled state, the symplectic eigenvalues of variance matrix of state ρ A|b have to consider homodyne and heterodyne detection as well. For the homodyne detection,
with symbols C, D denotes
For the heterodyne detection,
FIGURE 2. Time-multiplexing scheme adopted in coherent state based QC system with real LO to compensate for the phase mismatch. The blue pulse represents the quantum signal pulse, and the red one denotes the reference pulse.
B. EXCESS NOISE RESULTING FROM REALISTIC SYSTEMS
To circumvent the security loophole of manipulating the LO by Eve, the real LO scheme has been proposed recently [11] , [12] . Rather than co-transmitting the LO at the Alice site, LO is located at the Bob site. However, because of the signal laser and LO completely free-running, the phase shifts between quantum signals and LO are presented. To correct those phase drift, reference pulses co-transmitted with quantum signal pulses are required. To this end, certain multiplexing technique (in time, frequency, or polarization domain) is employed. Despite the frequency and polarization multiplexing have been demonstrated lately, relatively complex structure is needed. In this paper, like ref. [18] , we use the time multiplexing technique to analyze excess noise resulting from the realistic coherent state based QC system. The time-multiplexing scheme is demonstrated in the Fig.2 . The time interval between reference pulse and quantum signal pulse is τ D ; while the time interval among quantum/reference pulses is tp. The amplitude of reference pulse is larger than that of quantum signal pulse by δ. The reference pulse is to interference with the LO by use of the balanced detection.
After the quadratures of reference pulse have been measured, the signal processing will use it to calculate the phase shifts. Then the phase mismatches between the quantum signal pulses and the LO can be estimated based on the time-multiplexing scheme. Eventually, the estimated phase mismatches are sent to Alice during the reverse reconciliation procedure. Alice will use those phase mismatch information to recover her quadratures.
View the whole procedure of real LO scheme, the phase excess noise consists of three components mainly [18] . The first phase noise results from the reference pulse quantum uncertain. The second phase noise is phase drift due to the lasers' linewidths. The third phase noise is from the I/Q modulation device imperfection. Without any loss of generality, we can assume that all the three phase excess noise sources above are independent. Therefore, the phase excess noise could be derived explicitly, which can be expressed by [18] 
where σ 2 i , i = 1, 2, 3 represents the variance of those three phase noises above;ξ phase is the upper bound of ξ phase . Since the secret key rate is a monotonous decreasing function of ξ phase . Therefore,ξ phase still corresponds to the lower bound of secret key rate K . More concretely, the reference pulse can not be too strong, which is limited by the linear effects and the 'tail' effect caused by superposed portion between the reference and signal pulses. For the phase noise resulting from the reference pulse quantum uncertain, its variance is
where V R = α 2 R with α R being the amplitude of reference pulse. Given that the signal and LO lasers have same linewidth, due to the present of linewidth as well as the time interval, for the phase shift resulting from the lasers' linewidths, its variance is
where f denotes the laser linewidth. In addition, the voltage fluctuation of I/Q modulation will lead to the phase change after quantum signal through it. For the phase noise resulting from I/Q modulation imperfection, its variance holds
where R U represents the voltage fluctuation of MachZehnder modulator. Fig. 3 clearly shows that the phase noises resulting from the I/Q modulator and laser bandwidth increase with the voltage fluctuation ratio R U and linewidth f , respectively. As one can see, within the concerned variable ranges, the I/Q modulator may lead to severer phase excess noise than the laser. But it is worth noting that as the increase of R U , the phase noise induced by I/Q modulator presents a square increasing tendency, compared to a linear increase as f for the laser. Thus, the both sources have to be considered to suppress their impact. With respect to the quantum uncertain of reference pulse, it indeed decreases with the reference pulse amplitude. However, one should make a trade-off since the nonlinear effect must be considered when strong reference pulse is in place.
III. SIMULATION RESULTS AND DISCUSSIONS
To perform the concrete numerical simulations with respect to the secret key rate, we have to achieve the appropriate modulation variance V A so that the two covariance matrixes of Gaussian state and non-Gaussian state are approaching extremely. According to the Eqs. (4) (5) (6) , the acceptable maximum values of V A are 0.26 and 0.28 for the 4-state and 8-state scheme, respectively. In addition, the parameters are adopted as follows. The laser linewidth f = 100kHz, time period between quantum signal and reference pulse τ D = 20ns, the voltage fluctuation of I/Q modulator R U = 0.02, excess noise ξ else = 0.001, reconciliation efficiency β = 0.85, electrical noise resulting from coherent detector V el = 0.01, balanced detector quantum efficiency η = 0.7, the amplitude of reference pulses V R = 900. All variances are normalized to shot-noise-unit. The secret key rates are calculated by taking the three phase excess noises into account. According to the preceding derivation associated with secret key rate, it is a nonlinear function of the modulation variable V A . In order to achieve the highest secret key rate, we execute the optimization within the acceptable V A during the numerical simulations. As an example, the homodyne detection is adopted here. The 4-state and 8-state schemes for the coherent state based QC with real LO protocol are compared. The specific results are presented in Fig. 4 as follows.
We can see from the Fig.4 that both protocols allow quantum key distribution over almost same distance. Except that for the short distance, 8-state protocol enables higher key rate than 4-state protocol. Given larger ratio , higher key rate could be achieved, but the protocol requires looser securitytoleration. Note that the larger value n takes, the higher complexity of I/Q modulator needs. Therefore, for the short range transmission, the 8-state modulation is desirable since it enables to gain higher secret key rate. However, when the transmission distance needs to be extended to >40km, the 4-state modulation should be chosen from the practical applications.
Next we study the impact of phase excess noise on the secret key rate. We mainly pay attention on the noise sources related to laser linewidth and the I/Q modulator imperfection. Given that the reference intensity V R = 900, the secret key rates for various laser linewidth and voltage fluctuation are shown in Figs. 5 and 6. Note that the optimization with respect to the secret key rate within the acceptable V A is performed as well. Other parameters are adopted as same as Fig.4 above, and the homodyne detection and 8-state scheme are considered for analysis. Fig. 5 is a 3-dimensional curve which presents variation of secret key rate as the laser linewidth f and the voltage fluctuation of I/Q modulator R U change. Further, we plot the profile of secret key rate through by a 2-dimensional form in Fig. 6 . Combining the both Figs. 5 and 6, one can observe that proper device deployment including laser and I/Q modulator enables to hold secure information in networks, which corresponds to the colorful region in Fig. 6 . Otherwise, secret key rate fail to be generated since significant phase excess noises would be induced once the linewidth and voltage fluctuation beyond the certain constrains, which has been shown in the blank region in Fig. 6 .
The above study is involved in the optimistic scenario only. There is a more strictly scenario which holds the view that all noises are generated by the potential attack from the eavesdropper Eve. Instead, this scenario is referred to as conservative one, as we mentioned. The optimistic scenario and the conservative scenario are compared in the Fig. 7 . Also, the secret key rate has been optimized within the acceptable V A . The 8-state protocol and homodyne detection is employed as an example.
We can see from the Fig.7 that the transmission distance of conservative scenario is extremely limited because of the large excess noise. Nevertheless, it is still worth to be continuously advanced since one does not care any device access by eavesdropper so that substantial security may provide. In that sense, the conservative scenario outperforms over the current optimistic one. Along this line, new protocols have been studied to have substantial security as well as the long transmission distance, for instance, the measurement-deviceindependent QC protocols.
IV. CONCLUSION
The theoretical security proof of coherent state based QC with discrete modulation and real LO has been established in this paper. We comprehensively analyzed the secret key rate by taking into account the impact of phase excess noise resulting from laser linewidth, reference pulse related to the real LO scenario and the I/Q modulator voltage fluctuations respectively. Further, 4-state modulation protocol and 8-state modulation protocol are compared. It is concluded that 8-state protocol enables higher secret key rate in the short range. However, when the transmission distance extends to large range, the 4-state modulation outperforms over the 8-state modulation. Also, we have evaluated the optimistic and conservative scenarios. Although the secret key rate is extremely limited in the conservative scenario, it is able to completely circumvent any devices access attack. This advantage has been attracting numerous attention in the community. We believe our results may offer potential applications for the IoT or 5G networks deployment in the future when the information security has to be concerned.
